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DETAILED ACTION 



1. 



Applicant's arguments filed July 25, 2007, have been fully considered. 



2. 



Claims 1-64 are pending and have been examined. 



Response to Amendment 



3. Applicant's arguments with respect to the prior art have been considered but are 
moot in view of the new ground(s) of rejection. 

4. While the elements must be arranged as required by the claim, this is not an 
ipsissimis verbis test, i.e., identity of terminology is not required. In re Bond, 910 F.2d 
831, 15 USPQ2d 1566 (Fed. Cir. 1990). Note that, in some circumstances, it is 
permissible to use multiple references in a 35 U.S.C. 102 rejection. See MPEP § 
2131.01. 

5. Examiner, however, would like to address the fact that the application admits that 
virilization technology was available and used, and the claims are only directed to 
what virilization was designed to address, i.e. running multiple operating systems on 
a single computer system, as VMWare did. Furthermore, VMWare anticipated using and 
setting up multiple operating systems, configured to different requirements to address 
development, deployment, support issues on a conventional computing environment. 
What the customer allegedly is, is irrelevant, since there are multiple parties to a 
computing environment that provides with multiple, separately, and distinctly configured 
operating systems residing on a computer system. Further, since VMware is capable of 
performing the claimed invention, it meets the claim. See MPEP 2111.02. 
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6. Applicant's arguments fail to comply with 37 CFR 1.111(b) because they amount 
to a general allegation that the claims define a patentable invention without specifically 
pointing out how the language of the claims patentably distinguishes them from the 
references. 

7. Applicant's arguments do not comply with 37 CFR 1 . 1 1 1 (c) because they do not 
clearly point out the patentable novelty which he or she thinks the claims present in view 
of the state of the art disclosed by the references cited or the objections made. Further, 
they do not show how the amendments avoid such references or objections. 

Drawings 

8. Figure 1-6 should be designated by a legend such as -Prior Art- because only 
that which is old is illustrated. See MPEP § 608.02(g). Corrected drawings in 
compliance with 37 CFR 1.121(d) are required in reply to the Office action to avoid 
abandonment of the application. The replacement sheet(s) should be labeled 
"Replacement Sheet" in the page header (as per 37 CFR 1.84(c)) so as not to obstruct 
any portion of the drawing figures. If the changes are not accepted by the examiner, the 
applicant will be notified and informed of any required corrective action in the next Office 
action. The objection to the drawings will not be held in abeyance. 

Claim Rejections - 35 USC § 102 

9. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 
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10. Claims 1-3, 5-11, 13-22, 24-29, 31-39, 41-46, and 48-64 are rejected under 35 
U.S.C. 102(b) as being anticipated by VMware (NPLs "VMware Technical White 
Paper", hereinafter WP, and "VMware™ Application Scenarios", hereinafter 
AppS). 

Regarding claim 1, VMware teaches apparatus providing one or more computer 
services for a plurality of customers, the apparatus comprising a real computer on which 
is set up at the request of each of said customers at least one virtual machine for each 
of said customers (WP, pp. 5-7), said at least one virtual machine for each of said 
customers having a specification specified by and configurable by the respective 
customer and having a separate operating system running thereon (AppS, pp. 2-4). 

Regarding claim 20, VMware teaches a method of providing one or more 
computer services for a plurality of customers, the method comprising the steps of: a 
service provider setting up on a real computer at the request of each of said customers 
at least one virtual machine for each of said customers (WP, pp. 5-7), said at least one 
virtual machine for each of said customers having a specification specified by and 
configurable by the respective customer and having a separate operating system 
running thereon (AppS, pp. 2-4). 

Regarding claim 37, VMware teaches a method of operating a real computer on 
behalf of plural customers, the method comprising the step of: operating plural virtual 
machines on the real computer, each of said plural virtual machines having a 
specification specified by and configurable by a respective one of the customers in 
accordance with a computer service to be provided by the virtual machine on behalf of 
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that customer (WP, pp. 5-7), each of said virtual machines having a separate operating 
system running thereon so as to provide respective computer services to the respective 
customers (AppS, pp. 2-4). 

Regarding claim 54, VMware teaches a method of providing for a plurality of 
customers one or more computer services selected from: file, data and archiving 
services; applications hosting services; database hosting services; data warehouse 
services; knowledge management hosting services; digital media production services; 
"intellectual property" and streaming media services; simple web hosting services; 
complex e-Commerce web hosting services; high performance computation services; 
electronic messaging and conferencing services; and, learning neuro-computer services 
(WP, pp. 1-4); the method comprising the steps of: setting up on a real computer at the 
request of each of said customers at least one virtual machine for each of said 
customers (WP, pp. 5-7), said at least one virtual machine for each of said customers 
having a specification determined in accordance with the computer service or services 
requested by said customer and being configurable by said customer, said at least one 
virtual machine having a separate operating system running thereon (AppS, pp. 2-4). 

Regarding claims 2, 21, and 38, VMware teaches wherein plural virtual 
machines are set up within the real computer for at least one of said customers (WP, 
pp. 1-7). 

Regarding claims 3, 22, and 39, VMware teaches wherein the or each virtual 
machine for at least one of said customers is connected to a virtual network set up for 
said at least one customer within the real computer. 
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Regarding claims 5, 24, and 41, VMware teaches wherein at least one virtual 
machine is connected to a virtual firewall that is connectable to an external network to 
which customers and/or other users can connect such that access to said at least one 
virtual machine by a customer or other user via a said external network can only take 
place through a virtual firewall (WP, pp. 6-7, Apps, pp.4-6). 

Regarding claims 6, 25, and 42, VMware teaches wherein the or each virtual 
machine for a particular customer is connected to a virtual firewall that is dedicated to 
that customer's virtual machine or machines, each virtual firewall being connectable to 
an external network to which each of said customers and/or other users can connect 
such that access to a virtual machine by a customer or other user via a said external 
network can only take place through a virtual firewall provided for that virtual machine or 
machines (WP, pp. 6-7, Apps, pp.4-6). 

Regarding claims 7, 26, and 43, VMware teaches wherein each virtual firewall 
is set up within the real computer, the or each virtual machine for each customer being 
connected to a first port of the virtual firewall that is dedicated to that customer's virtual 
machine or machines, each virtual firewall having a second port connected to a virtual 
network that is set up within the real computer and that is connectable to an external 
network (WP, pp. 1-6, Apps, pp.4-6). 

Regarding claims 8, 27, and 44, VMware teaches wherein the second port of 
each virtual firewall is connected to the same virtual network that is set up within the 
real computer and that is connectable to an external network (WP, pp. 1-6, Apps, pp.4- 
6). 
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Regarding claim 9, VMware teaches wherein the or at least one of the virtual 
firewalls is implemented by a virtual machine on the real computer, said virtual firewall 
virtual machine running firewall software (WP, pp. 6-7, Apps, pp.4-6). 

Regarding claims 10, 28, and 45, VMware teaches comprising a plurality of real 
data storage devices and at least one virtual storage subsystem that is configured to 
allow said real data storage devices to emulate one or more virtual storage devices 
(WP,pp. 6-7). 

Regarding claims 11, 29, and 46, VMware teaches wherein the at least one 
virtual storage subsystem is configured to emulate at least one respective virtual 
storage device for each customer (WP, pp. 6-7). 

Regarding claims 13, 31, and 48, VMware teaches wherein the apparatus is 
configurable to provide at least one of the services selected from: file, data and 
archiving services; applications hosting services; database hosting services; data 
warehouse services; knowledge management hosting services; digital media production 
services; "intellectual property" and streaming media services; simple web hosting 
services; complex e-Commerce web hosting services; high performance computation 
services; electronic messaging and conferencing services; and, learning neuro- 
computer services (WP, pp. 1-7, Apps, pp.1 -6). 

Regarding claims 14, 32, and 49, VMware teaches comprising virtual private 
network software to provide an encrypted communication channel for communication 
between at least some of said virtual machines (WP, pp. 1-4). 
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Regarding claims 15, 33, and 50, VMware teaches virtual private network 
software to provide an encrypted communication channel for communication between at 
least one virtual machine and an external computer (WP, pp. 1-4, AppS, pp. 4-6). 

Regarding claims 16, 34, and 51, VMware teaches virtual private network 
software to provide an encrypted communication channel for communication between a 
first virtual network and a second virtual network (WP, pp. 1-4, AppS, pp. 4-6). 

Regarding claims 17, 35, and 52, VMware teaches virtual private network 
software to provide an encrypted communication channel for communication between a 
virtual network and an external computer (WP, pp. 1-4, AppS, pp. 4-6). 

Regarding claim 18, VMware teaches wherein the real computer comprises 
plural physical computers (WP, pp. 1-4, AppS, pp. 4-6). 

Regarding claim 19, VMware teaches in combination, a first apparatus 
according to claim 1 and a second apparatus that is substantially identical to said first 
apparatus, the first and second apparatus being connected by a communications 
channel so that the second apparatus can provide for redundancy of the first apparatus 
thereby to provide for disaster recovery if the first apparatus fails (WP, pp. 1-4, AppS, 
pp. 4-6). 

Regarding claims 36, 53, and 55, VMware teaches comprising the step of 
moving said at least one virtual machine from a first real computer to a second real 
computer (WP, pp. 5-7). 
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Regarding claims 56, 59, and 62, VMware teaches wherein at least one of said 
virtual machines provides at least a virtual central processor unit (WP, pp. 4-6, AppS, 
pp. 4-6). 

Regarding claims 57, 60, and 63, VMware teaches wherein at least one of said 
virtual machines is created using a virtual machine abstraction program (WP, pp. 4-6, 
AppS, pp. 4-6). 

Regarding claims 58, 61, and 64, VMware teaches wherein at least one of said 
virtual machines is created using machine simulation/emulation software (WP, pp. 4-6, 
AppS, pp. 4-6). 

Claim Rejections - 35 USC § 103 

1 1 . The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

12. Claims 4, 12, 23, 30, 40, and 47 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over VMware. 

Regarding claims 4, 23, and 40, VMware does not expressly disclose a virtual 
intrusion detection device for detecting an attack on the virtual network. However, 
VMware teaches providing a workstation on a virtual environment and installing regular 
applications and Examiner takes Official Notice that the use of intrusion detection 
devices was conventional and well known, therefore having an intrusion detection 
module/device would have been obvious to someone of ordinary skill in the art. 
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Regarding claims 12, 30, and 47, VMware does not expressly disclose a 
detection device for detecting evidence of malicious software or hostile attack 
signatures on the at least one virtual storage subsystem. However, VMware teaches 
providing a workstation on a virtual environment and installing regular applications and 
Examiner takes Official Notice that the use of intrusion detection devices was 
conventional and well known, therefore having an intrusion detection module/device 
would have been obvious to someone of ordinary skill in the art. 

Conclusion 

13. Examiner's Note: Examiner has cited particular columns and line numbers in the 
references as applied to the claims below for the convenience of the applicant. Although 
the specified citations are representative of the teachings in the art and are applied to 
the specific limitations within the individual claim, other passages and figures may apply 
as well. It is respectfully requested that the applicant, in preparing the responses, fully 
consider the references in entirety as potentially teaching all or part of the claimed 
invention, as well as the context of the passage as taught by the prior art or disclosed 
by the examiner. 

14. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to David G. Cervetti whose telephone number is (571)272- 
5861. The examiner can normally be reached on Monday-Tuesday and Thursday- 
Friday. 

15. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser Moazzami can be reached on (571)272-4195. The fax phone 
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number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

16. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/David Garcia Cervetti/ 
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SUPERVISORY PATENT EXAMINER 
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